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The Economics of Testing

To combat the challenges associated with testing
economics, you should establish some strategies before
beginning. Two of the most prevalent strategies include
black-box testing and white-box testing...

ctouHumk: G. Myers, The Art of Software Testing, 2 ed.
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Onpepenexune

White-box testing — A type of testing in which you
examine the internal structure of a program.

ctouHumk: G. Myers, The Art of Software Testing, 2 ed.
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[lpakTUkKa

e Statement coverage — nokpbiTMe onepaTtopos

e Decision coverage — nokpbiTUe pelleHmne

e Condition coverage — nokpbiTne ycnoBum

e Decision-condition coverage — nokpbiTne yCA0BUN N peLUeHN A

e Multiple-condition coverage — KOMbnHaTOpPHOE NOKPbITUE YCNOBUU U peLLEHUN

ctouHumk: G. Myers, The Art of Software Testing, 2 ed.
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ctouHumk: G. Myers, The Art of Software Testing, 2 ed.
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Real Life

$4 org.apache.tomcat.util.net.MasterSlaveWorker Thread.run
- )\_1 org.apache.tomcat . util.net.PoolTcpEndpoint. processSocket (j

Y4 org.apache.coyote.http11.Http11Protocol$Http1 1ConnectionHandler . processConnection (o
=~ %1 org.apache.coyote,http11.Http11Processor.process

Y org.apache.coyote.http11.InternallnputBuffer parseRequestLine

Y4 org.apache.catalina.connector.CoyoteAdapter. service

=¥ org.apache.catalina.core.StandardEngineYalve.invoke (¢
¥ org.apache.catalina. valves,ErrorReportyalvi

wvoke
¥ org.apache.catalina.core.StandardHostValve.invoke (or

%1 org.jboss.web.tomcat.security, JaccContextValve.invoke | pache.c
=4 org.jboss.web.tomcat.security. SecurityAssociation¥alve.invoke (org
=Y org.jboss.web.tomcat. security, CustomPrincipalvalve.invoke

= Y4 org.apache.catalina.core.StandardContextValve.invoke |
%4 org.apache.catalina.core, StandardWrappervalve.invoke
= ¥4 org.apache.catalina.core.ApplicationFilterChain.doFilter (j=
=Y org.apache.catalina.core. ApplicationFilterChain. mternaIDoFllter
=~ Y1 orqg.jboss.web.tomcat.filters.ReplyHeaderFilter . doFilter (
Y org.apache.catalina.core. ApplicationFilterChain. doFilter
=¥ org.apache.catalina.core.ApplicationFilterChai
=13 org.acegisecurity.util.FilterToBeanProxy.doFilter
Y4 org.acegisecurity. util. FilterChainProxy. doFilter |

=4 org.acegisecurity,util. F|[terCha|nProxy$V|rtuaIFnlterChaln.doFllter
=~ ¥4 org.aceqgisecurity.context. HttpSessionContextIntegrationFilter . dol
=Y org.acegisecurity.util. FilkerChainProxy$virtualFilterChain. doFilter (=
T om c at I J B OSS = Y4 org.acegisecurity.ui.AbstractProcessingFilter . doFilter

1 org.acegisecurity.util, FilterChainProxy$VirtualFilterChain. doFilter

%4 org.acegisecurity.ui.rememberme.RememberMeProcessingFilter. doFilter
=Y org.acegisecurity.util. FilterChainProxy$VirtualFilkerChain. doFilter

%1 org.acegisecurity.providers, anonymous. AnonymousProcessingFilter. doFilter |

¥ org.acegisecurity.util. FilterChainProxy$VirtualFilterChain.doFilter (;
—-Y org.acegisecurity.ui.ExceptionTranslationFilter . doFilte
Acegi =~ ¥4 org.acegisecurity.util

ilterChainProxy$VirtualFilterChain.doFilter (jzva
%4 org.acegisecurity.intercept.web. FilterSecurityInterceptor. doFilter |

4 org.acegisecurity.intercept.web. FilterSecurityInterceptor.invoke
$ org.acegisecurity.util, FilterChainProxy$VirtualFilterChain. doFilter
=4 org.apache.catalina.core.ApplicationFilterChain.doFilter
%4 org.apache.catalina.core. ApplicationFilterChain.internalDoFilter
+- Y org.springframework.web.servlet.FrameworkServlet.doGet (jz
=34 org.springframework.web.servlet.FrameworkServlet.doPost S
=~ ¥4 org.springframework.web.servlet.FrameworkServiet.processRequest (;
=Y org.springframework.web.servlet.DispatcherServlet. doService )
=1~ %4 org.springframework.web.servlet.DispatcherServlet.doDispatch (; E
=Y org.springframework.web.servlet.mvc.SimpleControllerHandleradapter. handle
S p ri n g MVC - §\_1 org.springframework.web. servlet.mvc. AbstractController. handleRequest
=4 org.springframework.webflow.executor.mve.FlowController handleRequestInternal

Y4 orq.springframework.webflow. executor.support. FlowRequestHandler . handIeFlowRequest {
=131 org.springframework.webflow.executor . FlowExecutorImpl.signalEvent

Y4 org.springframework.webflow.execution.impl.FlowExecutionImpl.signalEvent

}:] org.springframework.webflow.execution.impl. FIowExecutlonControIContextlmpl sngnaIEvent
5:] org.springframework.webflow.Flow.onEvent (¢

Y4 org.springframework.webflow. TransitionableState. onEvent
- )j orqg.springframework.webflow, Transition.execute (or
)\_'] org.springframework.webflow. Transition.canExecute | ) 2work.
}_‘] org.springframework.webflow.support. TransitionCriteriaChain.test (¢
S p ri n g W ebF I ow =4 org.springframework.webflow.support.ActionTransitionCriteria.test
=Y org.springframework.webFflow. ActionExecutor.execute (o
?_1 org springframework. webflow. AnnotatedAction.execute (org
org.springframework.webflow. action. AbstractAction.execute (orc
%4 org.springframework.webflow. action.Multisction. doExecute

= ﬁ info.jtrac.webflow, ItemFormAction.itemFormHandler (o
MVC Action

Y $ProxyS1.storeltem (ir

=~ org.springframework.aop.framework. JdkDynamicAopProxy. mvoke o
)\_'] org.springframework.aop.framework.ReflectiveMethodInvocation. proceed |
=1~ org.springframework.transaction.interceptor. TransactionInterceptor .invoke (o
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed ()
=~ org.springframework.aop.framework.ReflectiveMethodInvocation.invoke Joinpoint
AOP TX Proxy s

1 org.springframework.aop.support. AopUtils.invoke JoinpointUsingReflection |
=Y info.jtrac. JtracImpl.storelIte

trac.hibernate HibernateJtracDao.storeltem

= '}\_1 org.springframework.orm. hibernate3.HibernateTemplate.merge (C
2] org spnngframework orm.hibernate3. HlbernateTempIate execute
Business Logic
= org.hlbevnate.mpl.Sess;onlmpI.merge (O
%4 org.hibernate.impl.SessionImpl.merge (5t
=~ %4 org.hibernate.impl. SessionImpl.fireMerge

%4 org.hibernate.event.def .DefaultMergeEventListener.onMerge

%4 org.hibernate.event.def .DefaultMergeEventListener.onMerge

5\_1 org.springframework.orm. hibernate3.support.IdTransferringMergeEventListener.en
5_1 org.hibernate.event.def . DefaultMergeEventListener . entityIsTransient (or
% org.hibernate, event, def . Abstr
Spri i
pring-Hibernate

tSaveEventlistener saveWithGeneratedid (
99 org.hibernate.event.def.AbstractSaveEventListener . performSave (O
= . hil te., i

% org.hibernate.enaine, ActionQueue, execute (ora.hi
% org.hibernate action.EntityIdentityInsertAction, erecute

i org.hibernate. persister. entity. AbstractEntityPersister.insert (¢
- 5
Hibernate

%4 ora.hibernate., persister, entlt\,'.HbstraLtEntlthetSbter.lnsert

%1 org.hibernate.persister.entity AbstractEntityPersister dehydrate
org.hibernate.jdbc. AbstractBatcher. prepareStatemend

org.hibernate.id.AbstractPostInsertGenerator. getGenerated
%4 org.hsaldb.jdbc.jdbcPreparedstatement.executeUpdate ()
D 5 ime

org.apache.commons. logging.impl.Log4JLogger krace
3 org.hibernate.jdbe.AbstractBatcher, closeStatement

¥4 org.apache.commens.logging.impl Log4)Logger isTraceEnabled
¥4 org.hibernate.impl. SessionImpl. getBatcher ()

org.hibernate.persister.entity AbstractEntityPersister useInsertSelectIdentity ()
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Y1 org.apache.catalina.core. ApplicationFilterChain.doFilter (java
Y org.apache.catalina.core. ApplicationFilterChain.internalDoFilter
+- Y org.springframework.web.servlet.FrameworkServlet.doGet (jz
=Y org.springframework.web.servlet. FrameworkServiet.doPost
¥ org.springframework.web. servlet. FrameworkServlet. processRequest (i
Y4 org.springframework.web.servlet.DispatcherServiet.doService )
=~ Y4 org.springframework.web.servlet.DispatcherServiet.doDispatch

=Y org.springframework.web.servlet.mvc.SimpleControllerHandleradapter. handle
Spring MVC = M org

§_1 org.springframework.web. servlet.mvc. AbstractController. handleRequest

=4 org.springframework.webflow.executor.mve.FlowController handleRequestInternal
=~ ¥4 org.springframework.webFflow.executor.support. FlowRequestHandler handIeFlowRequest {
=1 %1 org.springframework.webflow.executor . FlowExecutorImpl.signalEvent (o
=Y orqg.springframework.webflow.execution.impl.FlowExecutionImpl.signalEvent (o 0
}:] org.springframework.webflow.execution.impl. FIowExecutlonControIContextlmpl sngnaIEvent
5:] org.springframework.webflow.Flow.onEvent (¢ 0
=4 org.springframework.webflow, TransitionableState.onEvent
%j orqg.springframework.webflow, Transition.execute (or
)\_'] org.springframework.webflow. Transition.canExecute | ) 2
=Y org.springframework.webFflow.support. TransitionCriteriaChain. test (¢
S pri n g WebF I ow =4 org.springframework.webflow.support.ActionTransitionCriteria.test (
%4 org.springframework.webflow. ActionExecutor. execute (o
?_1 org springframework. webflow. AnnotatedAction. execute (org
org.springframework.webflow. action. AbstractAction.execute (orc
%4 org.springframework.webflow. action.Multisction. doExecute

= ﬁ info.jtrac.webflow, ItemFormAction.itemFormHandler (o
Y $ProxyS1.storeltem (ir
MVC Acti 0 n =~ org.springframework.aop.framework. JdkDynamicAopProxy. mvoke
)\_'] org.springframework.aop.framework.ReflectiveMethodInvocation. proceed |
=1~ org.springframework.transaction.interceptor. TransactionInterceptor .invoke (o
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed ()
=1~ org.springframework.aop.framework.ReflectiveMethodInvocation.invoke Joinpoint ()
AOP TX Proxy - 34 org.springframework. aop.support. AopULtils.invokeJoinpointUsingReflection |
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Spring-Hibernate '
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org.hibernate.id.AbstractPostInsertGenerator. getGenerated
%4 org.hsaldb.jdbc.jdbcPreparedstatement.executeUpdate ()
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[pakTuka

Intro

[ oTOBbIX peuenToB He byaeT
MHOroe 3aBUCUT OT KOHTEKCTAa

BnnaHne Ha koMaHay - must have
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3| Easy level




! Easy level

UHCTPYMEHTD!I

® code formatting

® style checks

® static code analysis
® unit tests

® mutation testing
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4| Medium level




“ Medium level

UHCTPYMEHTDI

® NPpaBuIbHOE PacnosioXXeHne Koaa
e NpaBunJIbHOE 0POpPMIIEHMNE KOO

@ 1PaBWJibHblEe 3aBNCNMOCTW B KOLE
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Y10 He TaK ?

@Test

public void testWithWebElement() {
LoginPage page = new LoginPage(driver);
page.fillLogin("Heisenbug");
page. fillPassword("qwe!2#");
WebElement some = driver.findElement(By.id(" rememberMe"));
some.click();
page.clickLoginBtn();
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ArchUnit - Demo
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Yrke Obino

——CaHkT-lleTepbypr 2017 —

i

KoaoreHepauunsa Kak
cnocob peweHusa npobnem
aBTOMAaTMU3aTOpa

VicTouHnk: https://youtu.be/9mF0zFW7cDQ



https://youtu.be/9mF0zFW7cDQ
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Annotation Processing - Demo
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Fault Injection Testing
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Alavandar Creranbrerse il
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™



" Netflix Chaos Monkey

Simian Army

Gareth Bowles , GTAC 2014

Molly

Peter Alvaro & co., QCon London
2017

Gremlin

Kolton Andrus, SRECON, 2017



https://www.youtube.com/watch?v=xkP70Zhhix4&list=PLSIUOFhnxEiDFckNDSjKWqOCtd8ksJrh4&index=1
https://www.infoq.com/presentations/failure-test-research-netflix
https://www.infoq.com/presentations/failure-test-research-netflix
https://www.usenix.org/conference/srecon17americas/program/presentation/andrus

" Fault Injection Testing




" Fault Injection Testing




" Fault Injection Testing




" Fault Injection Testing

AreHTbl
e Latency e CPU Burn
* Packet Loss e Disk Burn
* Network e RAM Burn

fallures
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Fault Injection Testing with Groovy -
Demo
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4| Nightmare level




A

Code Coverage & Co.




" Code Coverage

NHCTPYMEHTDI
e Jacoco, Cobertura - Java e SimpleCov - Ruby
e OpenCover - .NET e OpenCppCoverage - C++

e Coverage - Python e cover, gcov - Go
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[TokpbITbIN KOA

public DomainObject decode(String rawString){

v if (matchesCriteria(rawString)){
return doSimpleDecoding(rawString);
} else {

return doComplexDecoding(rawString);

}



. MepTBbin KOA

public UserOutput handleUserRequest(String cookieValue){
if (abTestingEnabled(cookieValue)){
return forwardToExperimentalCode();
} else {
return doPlainOldJob();
s
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Coverage - Demo
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KOVER (ex. Cover)




RestoreMovieHandler.java

package one.app.community.control.ejb.web.video;

import

import
import
import
import
import
import
import
import
import

public

private static final long serialVersionUID =

org.

one

one

one

one

class RestoreMovieHandler extends AMovieEditHandler<RestoreMovieEvent,

springframework.beans.factory.annotation.Autowired;

.discussions.comp.recommender.DiscussionsRecommenderClient;
one.

discussions.comp.recommender.activity.CreateSubjectActivity;

.ejb.ValidationException;
one.
.ejb.control.EventHandlingCtx;
one.
one.

ejb.control.EventException;

video.entity.album.VideoAlbumId;
video.entity.types.MovieOption;

.video.facade.entity.Movie;
one.

video.facade.entity.MovieFull;
UpdateMovieResult> {

1L;

@Autowired
private DiscussionsRecommenderClient discussionsRecommenderClient;

@0verride

protected void handleEvent(EventHandlingCtx ctx, RestoreMovieEvent event,

Movie movieAll =

UpdateMovieResult result)
throws ValidationException, EventException {
videoService.getMovieAll (event.getMovieId());

checkMoviePermissions(event.getMovield(), event.getUserId(), movieAll);

MovieFull movie;

if (event.getAlbumId() != null) {

movie = videoService.unDelete(event.getMovield(), event.getAlbumId());
} else {

movie = videoService.unDelete(event.getMovielId());
}

result.setMovie(movie);

if (!movie.isOptionSet(MovieOption.GROUP OFFICIAL)) {
final Long grouplId = movie.getGroupId();
discussionsRecommenderClient.register (movie.getOwnerUserId(), movie.getOwnerUserId(), groupld,
videoHelper.toDiscussionId(movie),
new CreateSubjectActivity(movie.getCreated()));
}
logStat("restoreMovie"”, movie, event.getUserId(), true);

ctx.handleNewEvent (new AddMovieToAntiSpamEvent(event.getUserId(), movie));

RestoreMovieHandler.java

)

vy N N NN

package one.app.community.control.ejb.web.video;

import

import
import
import
import
import
import
import
import
import

public

private static final long serialVersionUID =

org.

one
one.
one
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one.
one.
one
one.

class RestoreMovieHandler extends AMovieEditHandler<RestoreMovieEvent,

springframework.beans.factory.annotation.Autowired;

.discussions.comp.recommender.DiscussionsRecommenderClient;
discussions.comp.recommender.activity.CreateSubjectActivity;
.ejb.ValidationException;

ejb.control.EventException;

ejb.control.EventHandlingCtx;
video.entity.album.VideoAlbumId;
video.entity.types.MovieOption;

.video.facade.entity.Movie;

video.facade.entity.MovieFull;

UpdateMovieResult> ({

1L;

@Autowired
private DiscussionsRecommenderClient discussionsRecommenderClient;

€0verride

protected void handleEvent(EventHandlingCtx ctx, RestoreMovieEvent event,

UpdateMovieResult result)
throws ValidationException, EventException {

Movie movieAll = videoService.getMovieAll (event.getMovieId());

checkMoviePermissions(event.getMovield(), event.getUserId(), movieAll);

MovieFull movie;

if (event.getAlbumId() != null) {

movie = videoService.unDelete(event.getMovield(), event.getAlbumId());
} else {
movie = videoService.unDelete(event.getMovieId());

}

result.setMovie(movie);

if (!movie.isOptionSet(MovieOption.GROUP_OFFICIAL)) {
final Long groupld = movie.getGroupId();
discussionsRecommenderClient.register (movie.getOwnerUserId(), movie.getOwnerUserId(), groupld
videoHelper.toDiscussionId(movie),
new CreateSubjectActivity(movie.getCreated()));

}

logStat("restoreMovie", movie, event.getUserId(), true);

ctx.handleNewEvent (new AddMovieToAntiSpamEvent(event.getUserId(), movie));




RestoreMovieHandler.java

package one.app.community.control.ejb.web.video;
import org.springframework.beans.factory.annotation.Autowired;

import one.discussions.comp.recommender.DiscussionsRecommenderClient;
import one.discussions.comp.recommender.activity.CreateSubjectActivity;
import one.ejb.ValidationException;

import one.ejb.control.EventException;

import one.ejb.control.EventHandlingCtx;

import one.video.entity.album.VidecAlbumlId;

import one.video.entity.types.MovieOption;

import one.video.facade.entity.Movie;

import one.video.facade.entity.MovieFull;

public class RestoreMovieHandler extends AMovieEditHandler<RestoreMovieEvent, UpdateMovieResult> ({
private static final long serialVersionUID = 1L;

@Autowired
private DiscussionsRecommenderClient discussionsRecommenderClient;

@0verride
protected void handleEvent(EventHandlingCtx ctx, RestoreMovieEvent event, UpdateMovieResult result)
throws ValidationException, EventException {
Movie movieAll = videoService.getMovieAll (event.getMovieId()):;
checkMoviePermissions(event.getMovield(), event.gefg@lserId(), movieAll);

eCt®

ent.getMovield(), event.getAlbumId());

MovieFull movie;

@ if (event.getAlbumId() !=
movie = video ervﬁ Q B (

} else {

movie = vide .unDelete(event.getMovieId());

}

result.setMovie(movie);

o if (!movie.isOptionSet(MovieOption.GROUP OFFICIAL)) {
final Long grouplId = movie.getGroupId();
discussionsRecommenderClient.register (movie.getOwnerUserId(), movie.getOwnerUserId(), groupld,

videoHelper.toDiscussionId(movie),
new CreateSubjectActivity(movie.getCreated()));

}

logStat("restoreMovie"”, movie, event.getUserId(), true);

ctx.handleNewEvent (new AddMovieToAntiSpamEvent(event.getUserId(), movie));

RestoreMovieHandler.java

package one.app.community.control.ejb.web.video;
import org.springframework.beans.factory.annotation.Autowired;

import one.discussions.comp.recommender.DiscussionsRecommenderClient;
import one.discussions.comp.recommender.activity.CreateSubjectActivity;
import one.ejb.ValidationException;

import one.ejb.control.EventException;

import one.ejb.control.EventHandlingCtx;

import one.video.entity.album.VideoAlbumId;

import one.video.entity.types.MovieOption;

import one.video.facade.entity.Movie;

import one.video.facade.entity.MovieFull;

public class RestoreMovieHandler extends AMovieEditHandler<RestoreMovieEvent, UpdateMovieResult> ({
private static final long serialVersionUID = 1L;

@Autowired
private DiscussionsRecommenderClient discussionsRecommenderClient;

“vent event, UpdateMovieResult result)
Ia());

serId(), movieAll);

@Override
protected void handleEvent (EventHandlingCtx ctx, RestoreM
throws ValidationException, EventException {

Movie movieAll = videoService.getMovieAll q

e

checkMoviePermissions(event.getMoviel

!ﬁ) {
@ﬁ: .unDelete(event.getMovield(), event.getAlbumId());

videoService.unDelete(event.getMovieId());

MovieFull movie;

9 if (event

result.setMovie(movie);

7 if (!movie.isOptionSet(MovieOption.GROUP_OFFICIAL)) {
final Long grouplId = movie.getGroupId();
discussionsRecommenderClient.register (movie.getOwnerUserId(), movie.getOwnerUserId(), groupIld
videoHelper.toDiscussionId(movie),
new CreateSubjectActivity(movie.getCreated()));

}
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